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Memorandum

To: W, Hord Tipton. Chief Information Officer, Department of the Interior
Ronnie Levine, Chief Information Officer, Bureau of Land Management

Front Michael F. &Vem““ﬁf?w“"\—p

Assistant Inspector General ,
for Administrative Services and Information Management

Subject: O1G Report “NSM-EV-BLM-0020-2005-Penetration Testing™ E‘c:emal
Penetration Testing of Bureau of Land Management

Background

As part of the Inspector General’s Federal Information Security Management Act
responsibilities, penetration testing was conducted on the Bureau of Land Management
(BLM) from February 21, through March 11, 2005. The purpose of the testing was to
identify, attempt exploitation, and document vulnerabilities that could be used to gain
access to BLM’s systems and to evaluate BLM’s incident response capabilities. Qur
findings are presented in two reports. The first report is a high level summary for non-
technical managers and the second is a detailed technical report for security officers,
system and network administrators. :

Summary of Testing

Testing was conducted under the protocols agreed to within the Rules of :
Engagement (ROE) between the Office of Inspector General (O1G) and the Department
of the Interior {DOT) Office of the Chief Information Officer (OCI10). BLM was not -
advised of the testing. The OCTO provided the OIG test team with sensitive information
that would not normally be available to an outside entity. However, the OIG chose not to
utilize the information and conducted its testing to best resemble a real Internet based
attack. As a result we identified seven additional network address ranges not included in
the DOI provided list. Our testing identified a large network that could support 65,535
possible devices. Sixty-six different services, such as web browsing. email, and file
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tmnsfer pmtocni are accessxble ﬁ'om :
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 technical report.

Recommendations

Implement all correcti

: (b) (5)

rec ommendanons shculd be managed through thc cmtmg
pmce&s S ; .

Atiachmum

cc: Assocaate eruty Secunty James E. Cason L
Bureau Director, Bureau of Land Management Kathiem 'CE ke
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